Unauthorized Use of a Computer Section 342.1

Unauthorized use of a computer is one of the most frequently laid charges against hackers. The section states:
Every one who, fraudulently and without colour of right,

(a) obtains, directly or indirectly, any computer service,

(b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts or causes to be intercepted, directly or indirectly, any function of a computer system, or

(c) uses or causes to be used, directly or indirectly, a computer system with intent to commit an offence under paragraph (a) or (b) or an offence under section 430 in relation to data or a computer system

is guilty of an indictable offence and liable to imprisonment for a term not exceeding ten years, or is guilty of an offence punishable on summary conviction.

The section also includes specific definitions:

342.1(2)  "computer program" means data representing instructions or statements that, when executed in a computer system, causes the computer system to perform a function;

342.1(2)  "computer service" includes data processing and the storage or retrieval of data;

342.1(2)  "computer system" means a device that, or a group of interconnected or related devices one or more of which,

(a) contains computer programs or other data, and

(b) pursuant to computer programs,

(i) performs logic and control, and

(ii) may perform any other function;

342.1(2)  "data" means representations of information or of concepts that are being prepared or have been prepared in a form suitable for use in a computer system;

342.1(2)  "electro-magnetic, acoustic, mechanical or other device" means any device or apparatus that is used or is capable of being used to intercept any function of a computer system, but does not include a hearing aid used to correct subnormal hearing of the user to not better than normal hearing;

342.1(2)  "function" includes logic, control, arithmetic, deletion, storage and retrieval and communication or telecommunication to, from or within a computer system;

342.1(2)  "intercept" includes listen to or record a function of a computer system, or acquire the substance, meaning or purport thereof.

Mischief to Data Section 430(1.1)


The section states:

Every one commits mischief who wilfully

(a)  destroys or alters data;

(b)  renders data meaningless, useless or ineffective;

(c)  obstructs, interrupts or interferes with the lawful use of data;or

(d)  obstructs, interrupts or interferes with any person in the lawful use of data or denies access to data to any person who is entitled to access thereto.

The punishment in relation to data is as follows:

(5) Every one who commits mischief in relation to data

(a) is guilty of an indictable offence and liable to imprisonment for a term not exceeding ten years; or

(b) is guilty of an offence punishable on summary conviction.

326(1) Theft of telecommunication service
Although not an offence specifically directed at computers, section 326(1) can be relevant to computer related incidents. The section states:

Every one commits theft who fraudulently, maliciously, or without colour of right,

(a) abstracts, consumes or uses electricity or gas or causes it to be wasted or diverted; or

(b) uses any telecommunication facility or obtains any

telecommunication service.

Definition of telecommunication are contained in the section:

(2) In this section and section 327, "telecommunication" means any transmission, emission or reception of signs, signals, writing, images or sounds or intelligence of any nature by wire, radio, visual or other electromagnetic system.

327(1) Possession of device to obtain telecommunication facility or service


Section 327(1) can also be relevant to computer related incidents. The section states:

Every one who, without lawful excuse, the proof of which lies on him, manufactures, possesses, sells or offers for sale or distributes any instrument or device or any component thereof, the design of which renders it primarily useful for obtaining the use of any telecommunication facility or service, under circumstances that give rise to a reasonable inference that the device has been used or is or was intended to be used to obtain the use of any telecommunication facility or service without payment of a lawful charge therefor, is guilty of an indictable offence and liable to imprisonment for a term not exceeding two years

The Bill introduced the offence of trafficking in a password to permit unauthorized use of computer under section 342.1,Unauthorized use of a computer system. The amendment 342.1(1)(d) states:

everyone who uses, possesses, traffics in or permits another person to have access to a computer password that would enable a person to commit an offence under paragraph (a), (b) or ( c).

Commits an offence.

The amended section defines a computer password as:

any data by which a computer service or computer system is capable of being obtained or used.

Traffic is defined as:

in respect of a computer password, to sell, export from or import into Canada, distribute or deal with in any other way.

342.(1) Theft forgery, etc., of credit card.
Section 342 also contains an amendment that makes possessing unauthorized credit data and trafficking in credit card passwords an offence. The amendment states:

342(3) Every person who, fraudulently and without colour of right, possess, uses, traffics in or permits another person to use credit card data, whether or not authentic, that would enable a person to use a credit card or to obtain the services that are provided by the issuer of a credit card to credit card holder is guilty of

(a) an indictable offence and is liable to imprisonment for a term not exceeding ten years; or

(b)an offence punishable on summary conviction

(4) In this section ‘traffic” means, in relation to a credit card or credit data, to sell, export from or import into Canada, distribute or deal in any other way.

